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Introduction

NASA's Identity, Credential, and Access Management (I
you can obtain access to what you need, when you need it.
NASA, your secured identity and credentials
can be used to provide you with access to the facilities and IT systems

ICAM systems and tools answer the questions:

 Who are you?

 How do you prove it?

 What can you use?

Who are you?

All NASA workers require a NASA user profile, or "identity
resources.

Management
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NASA's Identity, Credential, and Access Management (ICAM) systems and tools are integrated so that
access to what you need, when you need it. This means that when you come to work at

secured identity and credentials, such as your badge, RSA token, or User ID
used to provide you with access to the facilities and IT systems you need to do your job.

answer the questions:

NASA user profile, or "identity" to gain access to NASA buildings and/or IT

Credential
Management

Access
Management

Identity
Management

are integrated so that
that when you come to work at

or User ID and password
you need to do your job.

access to NASA buildings and/or IT
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Some of the systems and tools that are used in Identity Management are:

IdMAX

User Self Service Tools (USS)
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NASA Enterprise Directory (NED)

Global Address List (GAL)
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How do you prove it?

After your identity is verified, you receive one or more credentials, like:

 Smartcards (badges)

 Account names with passwords

 RSA tokens
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What can you use?

You request and receive access to certain IT applications and systems based on your job functions.

Examples of Access management are:

NASA Account Management System (NAMS)

Area Access Facility Access
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NASA Identity

How do you get a NASA identity so you can request access to the facilities and IT systems you need to do
your job?

For civil servants the identity is automatically created from the NASA HR systems.

For contractors the contractor badging representative will use IDMAX to create the identity.

The identity request is then sent to NASA Security for background investigation(s).
NASA security enables or disables identities based on investigation outcome.

After an identity is enabled, the user can then request access to physical resources by contacting the
NASA center security office; and to IT resources, through IdMAX NAMS requests.
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First Time Users

After an identity is enabled, the user can then use the Launchpad to setup their NASA User Profile,
which consists of an Agency User ID, a profile password, and completed security questions. Visit
https://launchpad.nasa.gov to setup your NASA User Profile.

The Launchpad can also be used by existing users if they forgot their password, want to change their
password, or update their security questions. By answering the security questions users are able to
reset their password without having to call the Help Desk. The security questions can also be used by
Help Desks to verify a person’s identity when speaking with them over the phone.
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Launchpad

For a first time user, go to https://launchpad.nasa.gov .

Next, click on the “Create My Profile” button.

If you know what your Agency User ID is, select “Yes”; if you are not sure what your Agency User Id is,
select “No”.
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If you’ve selected “No” you will be asked to enter your first name, last name, and date of birth. Click
“Next”.

A confirmation screen will be displayed. You should check that your name and email address are
correct. If the information clearly does not belong to you, or doesn’t match what you expected to see,
then select the appropriate option which will give you the phone number and instruct you to call the
NASA Information Support Center. If the information is correct, then click “Yes, this is me”.
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After you click “Yes, this is me”, you will see your Agency User ID displayed on the screen. Click “Next”
to have a temporary password sent to the email address displayed.

After you receive the temporary password, you must enter it on the next screen and also create a new
password.
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Note that as you type in the new password you will see a “Password Strength” progress bar to the right
of the password field. The password will not be accepted until the “Password Strength shows “Strong”.

The rules for creating a password are displayed on the right hand side of the page.
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After your new password has been accepted you will be presented with a list of security questions to
answer. All seven questions need to be answered. These questions can be used in the future to help
prove your identity when speaking with the Help Desk.

Click “Save Answers” to complete your NASA User Profile.
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This ends the ICAM Overview training module. Additional information is available on the NASA Chief
Information Office website at http://insidenasa.nasa.gov/ocio/infrastructure/icam.html
Now click the “Exit” button to receive credit for taking this course.


